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Abstract

This document contains installation instructions for the Debian GNU/Linux 12 system (codename “bookworm™),
for the 32-bit hard-float ARMv7 (“armhf”) architecture. It also contains pointers to more information and information
on how to make the most of your new Debian system.



Installing Debian GNU/Linux 12 for armhf

We are delighted that you have decided to try Debian, and are sure that you will find that Debian’s GNU/Linux distri-
bution is unique. Debian GNU/Linux brings together high-quality free software from around the world, integrating it
into a coherent whole. We believe that you will find that the result is truly more than the sum of the parts.

We understand that many of you want to install Debian without reading this manual, and the Debian installer is
designed to make this possible. If you don’t have time to read the whole Installation Guide right now, we recommend
that you read the Installation Howto, which will walk you through the basic installation process, and links to the manual
for more advanced topics or for when things go wrong. The Installation Howto can be found in Appendix A.

With that said, we hope that you have the time to read most of this manual, and doing so will lead to a more
informed and likely more successful installation experience.

X



Chapter 1

Welcome to Debian

This chapter provides an overview of the Debian Project and Debian GNU/Linux. If you already know about the
Debian Project’s history and the Debian GNU/Linux distribution, feel free to skip to the next chapter.

1.1 What is Debian?

Debian is an all-volunteer organization dedicated to developing free software and promoting the ideals of the Free
Software community. The Debian Project began in 1993, when Ian Murdock issued an open invitation to software
developers to contribute to a complete and coherent software distribution based on the relatively new Linux kernel.
That relatively small band of dedicated enthusiasts, originally funded by the Free Software Foundation and influenced
by the GNU philosophy, has grown over the years into an organization of around 1000 Debian Developers.

Debian Developers are involved in a variety of activities, including Web and FTP site administration, graphic
design, legal analysis of software licenses, writing documentation, and, of course, maintaining software packages.

In the interest of communicating our philosophy and attracting developers who believe in the principles that Debian
stands for, the Debian Project has published a number of documents that outline our values and serve as guides to
what it means to be a Debian Developer:

» The Debian Social Contract is a statement of Debian’s commitments to the Free Software Community. Anyone
who agrees to abide to the Social Contract may become a maintainer. Any maintainer can introduce new
software into Debian — provided that the software meets our criteria for being free, and the package follows
our quality standards.

¢ The Debian Free Software Guidelines are a clear and concise statement of Debian’s criteria for free software.
The DFSG is a very influential document in the Free Software Movement, and was the foundation of the The
Open Source Definition.

e The Debian Policy Manual is an extensive specification of the Debian Project’s standards of quality.

Debian developers are also involved in a number of other projects; some specific to Debian, others involving some
or all of the Linux community. Some examples include:

» The Filesystem Hierarchy Standard (FHS) is an effort to standardize the layout of the Linux file system. The
FHS will allow software developers to concentrate their efforts on designing programs, without having to worry
about how the package will be installed in different GNU/Linux distributions.

e Debian Jr. is an internal project, aimed at making sure Debian has something to offer to our youngest users.

For more general information about Debian, see the Debian FAQ.

1.2 What is GNU/Linux?

GNU/Linux is an operating system: a series of programs that let you interact with your computer and run other
programs.

An operating system consists of various fundamental programs which are needed by your computer so that it can
communicate and receive instructions from users; read and write data to hard disks, tapes, and printers; control the use
of memory; and run other software. The most important part of an operating system is the kernel. In a GNU/Linux
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system, Linux is the kernel component. The rest of the system consists of other programs, many of which were written
by or for the GNU Project. Because the Linux kernel alone does not form a working operating system, we prefer to
use the term “GNU/Linux” to refer to systems that many people casually refer to as “Linux”.

GNU/Linux is modelled on the Unix operating system. From the start, GNU/Linux was designed to be a multi-
tasking, multi-user system. These facts are enough to make GNU/Linux different from other well-known operating
systems. However, GNU/Linux is even more different than you might imagine. In contrast to other operating systems,
nobody owns GNU/Linux. Much of its development is done by unpaid volunteers.

Development of what later became GNU/Linux began in 1984, when the Free Software Foundation began devel-
opment of a free Unix-like operating system called GNU.

The GNU Project has developed a comprehensive set of free software tools for use with Unix™ and Unix-like
operating systems such as GNU/Linux. These tools enable users to perform tasks ranging from the mundane (such as
copying or removing files from the system) to the arcane (such as writing and compiling programs or doing sophisti-
cated editing in a variety of document formats).

While many groups and individuals have contributed to GNU/Linux, the largest single contributor is still the Free
Software Foundation, which created not only most of the tools used in GNU/Linux, but also the philosophy and the
community that made GNU/Linux possible.

The Linux kernel first appeared in 1991, when a Finnish computing science student named Linus Torvalds an-
nounced an early version of a replacement kernel for Minix to the Usenet newsgroup comp . os .minix. See Linux
International’s Linux History Page.

Linus Torvalds continues to coordinate the work of several hundred developers with the help of a number of
subsystem maintainers. There is an official website for the Linux kernel. Information about the 1inux—kernel
mailing list can be found on the linux-kernel mailing list FAQ.

GNU/Linux users have immense freedom of choice in their software. For example, they can choose from a dozen
different command line shells and several graphical desktops. This selection is often bewildering to users of other
operating systems, who are not used to thinking of the command line or desktop as something that they can change.

GNU/Linux is also less likely to crash, better able to run more than one program at the same time, and more
secure than many operating systems. With these advantages, Linux is the fastest growing operating system in the
server market. More recently, Linux has begun to be popular among home and business users as well.

1.3 What is Debian GNU/Linux?

The combination of Debian’s philosophy and methodology and the GNU tools, the Linux kernel, and other important
free software, form a unique software distribution called Debian GNU/Linux. This distribution is made up of a large
number of software packages. Each package in the distribution contains executables, scripts, documentation, and
configuration information, and has a maintainer who is primarily responsible for keeping the package up-to-date,
tracking bug reports, and communicating with the upstream author(s) of the packaged software. Our extremely large
user base, combined with our bug tracking system ensures that problems are found and fixed quickly.

Debian’s attention to detail allows us to produce a high-quality, stable, and scalable distribution. Installations can
be easily configured to serve many roles, from stripped-down firewalls to desktop scientific workstations to high-end
network servers.

Debian is especially popular among advanced users because of its technical excellence and its deep commitment
to the needs and expectations of the Linux community. Debian also introduced many features to Linux that are now
commonplace.

For example, Debian was the first Linux distribution to include a package management system for easy installation
and removal of software. It was also the first Linux distribution that could be upgraded without requiring reinstallation.

Debian continues to be a leader in Linux development. Its development process is an example of just how well
the Open Source development model can work — even for very complex tasks such as building and maintaining a
complete operating system.

The feature that most distinguishes Debian from other Linux distributions is its package management system.
These tools give the administrator of a Debian system complete control over the packages installed on that system,
including the ability to install a single package or automatically update the entire operating system. Individual packages
can also be protected from being updated. You can even tell the package management system about software you have
compiled yourself and what dependencies it fulfills.

To protect your system against “Trojan horses” and other malevolent software, Debian’s servers verify that up-
loaded packages come from their registered Debian maintainers. Debian packagers also take great care to configure
their packages in a secure manner. When security problems in shipped packages do appear, fixes are usually avail-
able very quickly. With Debian’s simple update options, security fixes can be downloaded and installed automatically
across the Internet.
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The primary, and best, method of getting support for your Debian GNU/Linux system and communicating with
Debian Developers is through the many mailing lists maintained by the Debian Project (there are more than 327 at
this writing). The easiest way to subscribe to one or more of these lists is visit Debian’s mailing list subscription page
and fill out the form you’ll find there.

1.4 What is the Debian Installer?

Debian Installer, also known as “d-i”, is the software system to install a basic working Debian system. A wide range
of hardware such as embedded devices, laptops, desktops and server machines is supported and a large set of free
software for many purposes is offered.

The installation is conducted by answering a basic set of questions. Also available are an expert mode that allows
to control every aspect of the installation and an advanced feature to perform automated installations. The installed
system can be used as is or further customized. The installation can be performed from a multitude of sources: USB,
CD/DVD/Blu-Ray or the network. The installer supports localized installations in more than 80 languages.

The installer has its origin in the boot-floppies project, and it was first mentioned by Joey Hess in 2000. Since
then the installation system has been continuously developed by volunteers improving and adding more features.

More information can be found on the Debian Installer page, on the Wiki and on the debian-boot mailing list.

1.5 Getting Debian

For information on how to download Debian GNU/Linux from the Internet or from whom official Debian installation
media can be purchased, see the distribution web page. The list of Debian mirrors contains a full set of official Debian
mirrors, so you can easily find the nearest one.

Debian can be upgraded after installation very easily. The installation procedure will help set up the system so
that you can make those upgrades once installation is complete, if need be.

1.6 Getting the Newest Version of This Document

This document is constantly being revised. Be sure to check the Debian 12 pages for any last-minute information
about the 12 release of the Debian GNU/Linux system. Updated versions of this installation manual are also available
from the official Install Manual pages.

1.7 Organization of This Document

This document is meant to serve as a manual for first-time Debian users. It tries to make as few assumptions as possible
about your level of expertise. However, we do assume that you have a general understanding of how the hardware in
your computer works.

Expert users may also find interesting reference information in this document, including minimum installation
sizes, details about the hardware supported by the Debian installation system, and so on. We encourage expert users
to jump around in the document.

In general, this manual is arranged in a linear fashion, walking you through the installation process from start to
finish. Here are the steps in installing Debian GNU/Linux, and the sections of this document which correlate with
each step:

1. Determine whether your hardware meets the requirements for using the installation system, in Chapter 2.

2. Backup your system, perform any necessary planning and hardware configuration prior to installing Debian, in
Chapter 3. If you are preparing a multi-boot system, you may need to create partitionable space on your hard
disk for Debian to use.

3. In Chapter 4, you will obtain the necessary installation files for your method of installation.

4. The next Chapter 5 describes booting into the installation system. This chapter also discusses troubleshooting
procedures in case you have problems with this step.

5. Perform the actual installation according to Chapter 6. This involves choosing your language, configuring pe-
ripheral driver modules, configuring your network connection, so that remaining installation files can be ob-
tained directly from a Debian server (if you are not installing from a set of CD/DVD installation images),
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partitioning your hard drives and installation of a base system, then selection and installation of tasks. (Some
background about setting up the partitions for your Debian system is explained in Appendix C.)

6. Boot into your newly installed base system, from Chapter 7.

Once you’ve got your system installed, you can read Chapter 8. That chapter explains where to look to find more
information about Unix and Debian, and how to replace your kernel.
Finally, information about this document and how to contribute to it may be found in Appendix E.

1.8 About Copyrights and Software Licenses

We're sure that you’ve read some of the licenses that come with most commercial software — they usually say that you
can only use one copy of the software on a single computer. This system’s license isn’t like that at all. We encourage
you to put a copy of Debian GNU/Linux on every computer in your school or place of business. Lend your installation
media to your friends and help them install it on their computers! You can even make thousands of copies and sell
them — albeit with a few restrictions. Your freedom to install and use the system comes directly from Debian being
based on free software.

Calling software free doesn’t mean that the software isn’t copyrighted, and it doesn’t mean that installation media
containing that software must be distributed at no charge. Free software, in part, means that the licenses of individual
programs do not require you to pay for the privilege of distributing or using those programs. Free software also means
that not only may anyone extend, adapt, and modify the software, but that they may distribute the results of their work
as well.

NoTE

The Debian project, as a pragmatic concession to its users, does make some pack-
ages available that do not meet our criteria for being free. These packages are not
part of the official distribution, however, and are only available from the contrib or
non-free areas of Debian mirrors or on third-party CD/DVD-ROMs; see the De-

bian FAQ, under “The Debian FTP archives”, for more information about the layout
and contents of the archives.

Many of the programs in the system are licensed under the GNU General Public License, often simply referred
to as “the GPL”. The GPL requires you to make the source code of the programs available whenever you distribute
a binary copy of the program; that provision of the license ensures that any user will be able to modify the software.
Because of this provision, the source code' for all such programs is available in the Debian system.

There are several other forms of copyright statements and software licenses used on the programs in Debian. You
can find the copyrights and licenses for every package installed on your system by looking in the file /usr/share/
doc/package-name/copyright once you've installed a package on your system.

For more information about licenses and how Debian determines whether software is free enough to be included
in the main distribution, see the Debian Free Software Guidelines.

The most important legal notice is that this software comes with no warranties. The programmers who have
created this software have done so for the benefit of the community. No guarantee is made as to the suitability of the
software for any given purpose. However, since the software is free, you are empowered to modify that software to
suit your needs — and to enjoy the benefits of the changes made by others who have extended the software in this
way.

For information on how to locate, unpack, and build binaries from Debian source packages, see the Debian FAQ, under “Basics of the Debian
Package Management System”.
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Chapter 2

System Requirements

This section contains information about what hardware you need to get started with Debian. You will also find links
to further information about hardware supported by GNU and Linux.

2.1 Supported Hardware

Debian does not impose hardware requirements beyond the requirements of the Linux or kFreeBSD kernel and the
GNU tool-sets. Therefore, any architecture or platform to which the Linux or kFreeBSD kernel, libc, gce, etc.
have been ported, and for which a Debian port exists, can run Debian. Please refer to the Ports pages at https:
//www.debian.org/ports/arm/ for more details on 32-bit hard-float ARMv7 architecture systems which
have been tested with Debian GNU/Linux.

Rather than attempting to describe all the different hardware configurations which are supported for 32-bit hard-
float ARMvV7, this section contains general information and pointers to where additional information can be found.

2.1.1 Supported Architectures

Debian GNU/Linux 12 supports 9 major architectures and several variations of each architecture known as “flavors”.

Architecture Debian Designation Subarchitecture Flavor
AMDO64 & Intel 64 amdo64
. default x86 machines default
Intel x86-based 1386 Xen PV domains only xen
ARM armel Mgrvell Kirkwood and marvell
Orion
ARM with hardware .
armhf multiplatform armmp
FPU
64bit ARM arm64
64bit MIPS . MIPS Malta Skc-malta
. . mips64el Cavium Octeon octeon
(little-endian)
Loongson 3 loongson-3
30bit MIPS . MIES Malta 4kc-malta
. . mipsel Cavium Octeon octeon
(little-endian)
Loongson 3 loongson-3
Power Systems ppcbdel IBM ?OWERS or newer
machines
. IPL from VM-reader .
64bit IBM S/390 $390x and DASD generic

This document covers installation for the 32-bit hard-float ARMv7 architecture using the Linux kernel. If you are
looking for information on any of the other Debian-supported architectures take a look at the Debian-Ports pages.


https://www.debian.org/ports/arm/
https://www.debian.org/ports/arm/
http://www.debian.org/ports/

CHAPTER 2. SYSTEM REQUIREMENTS 2.1. SUPPORTED HARDWARE

2.1.2 Three different ARM ports

The ARM architecture has evolved over time and modern ARM processors provide features which are not available
in older models. Debian therefore provides three ARM ports to give the best support for a very wide range of different
machines:

* Debian/armel targets older 32-bit ARM processors without support for a hardware floating point unit (FPU),

* Debian/armhf works only on newer 32-bit ARM processors which implement at least the ARMv7 architecture
with version 3 of the ARM vector floating point specification (VFPv3). It makes use of the extended features
and performance enhancements available on these models.

» Debian/arm64 works on 64-bit ARM processors which implement at least the ARMv8 architecture.

Technically, all currently available ARM CPUs can be run in either endian mode (big or little), but in practice the
vast majority use little-endian mode. All of Debian/arm64, Debian/armhf and Debian/armel support only little-endian
systems.

2.1.3 Variations in ARM CPU designs and support complexity

ARM systems are much more heterogeneous than those based on the i386/amd64-based PC architecture, so the
support situation can be much more complicated.

The ARM architecture is used mainly in so-called “system-on-chip” (SoC) designs. These SoCs are designed by
many different companies with vastly varying hardware components even for the very basic functionality required to
bring the system up. System firmware interfaces have been increasingly standardised over time, but especially on older
hardware firmware/boot interfaces vary a great deal, so on these systems the Linux kernel has to take care of many
system-specific low-level issues which would be handled by the mainboard’s BIOS/UEFI in the PC world.

At the beginning of the ARM support in the Linux kernel, the hardware variety resulted in the requirement of
having a separate kernel for each ARM system in contrast to the “one-fits-all” kernel for PC systems. As this approach
does not scale to a large number of different systems, work was done to allow booting with a single ARM kernel that
can run on different ARM systems. Support for newer ARM systems is now implemented in a way that allows the use
of such a multiplatform kernel, but for several older systems a separate specific kernel is still required. Because of this,
the standard Debian distribution only supports installation on a selected number of such older ARM systems, alongside
the newer systems which are supported by the ARM multiplatform kernels (called “armmp”) in Debian/armhf.

2.1.4 Platforms supported by Debian/armhf

The following systems are known to work with Debian/armhf using the multiplatform (armmp) kernel:

Freescale MX53 Quick Start Board (MX53 LOCO Board) The IMX53QSB is a development board based on
the .MX53 SoC.

Versatile Express The Versatile Express is a development board series from ARM consisting of a baseboard which
can be equipped with various CPU daughter boards.

Certain Allwinner sunXi-based development boards and embedded systems The armmp kernel supports sev-
eral development boards and embedded systems based on the Allwinner A10 (architecture codename “sun4i”),
A10s/A13 (architecture codename “sun5i”), A20 (architecture codename “sun7i”), A31/A31s (architecture
codename “sun6i”) and A23/A33 (part of the “sun8i” family) SoCs. Full installer support (including provision
of ready-made SD card images with the installer) is currently available for the following sunXi-based systems:

¢ Cubietech Cubieboard 1 + 2 / Cubietruck
¢ LeMaker Banana Pi and Banana Pro
* LinkSprite pcDuino and pcDuino3

¢ Olimex A10-Olinuxino-LIME / A20-Olinuxino-LIME / A20-Olinuxino-LIME2 / A20-Olinuxino Micro
/ A20-SOM-EVB

* Xunlong OrangePi Plus
System support for Allwinner sunXi-based devices is limited to drivers and device-tree information available in

the mainline Linux kernel. Vendor-specific kernel trees (such as the Allwinner SDK kernels) and the android-
derived linux-sunxi.org kernel 3.4 series are not supported by Debian.
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The mainline Linux kernel generally supports serial console, ethernet, SATA, USB and MMC/SD-cards on
Allwinner A10, A10s/A13, A20, A23/A33 and A31/A31s SoCs. The level of support for local display (HD-
MI/VGA/LCD) and audio hardware varies between individual systems. For most systems, the kernel doesn’t
have native graphics drivers but instead uses the “simplefb” infrastructure in which the bootloader initializes
the display and the kernel just re-uses the pre-initialized framebuffer. This generally works reasonably well,
although it results in certain limitations (the display resolution cannot be changed on the fly and display power-
management is not possible).

Onboard flash memory intended to be used as a mass storage device generally exists in two basic variants on
sunXi-based systems: raw NAND flash and eMMC flash. Most older sunXi-based boards with onboard flash
storage use raw NAND flash for which support is not generally available in the mainline kernel and therefore
also not in Debian. A number of newer systems use eMMC flash instead of raw NAND flash. An eMMC flash
chip basically appears as a fast, non-removable SD card and is supported in the same way as a regular SD card.

The installer includes basic support for a number of sunXi-based systems not listed above, but it is largely
untested on those systems as the Debian project doesn’t have access to the corresponding hardware. No pre-
built SD card images with the installer are provided for those systems. Development boards with such limited
support include:

¢ Olimex A10s-Olinuxino Micro / A13-Olinuxino / A13-Olinuxino Micro
* Sinovoip BPI-M2 (A31s-based)
* Xunlong Orange Pi (A20-based) / Orange Pi Mini (A20-based)

In addition to the SoCs and systems listed above, the installer has very limited support for the Allwinner H3
SoC and a number of boards based on it. Mainline kernel support for the H3 is still largely work in progress at
the time of the Debian 9 release freeze, so the installer only supports serial console, MMC/SD and the USB host
controller on H3-based systems. There is no driver for the on-board ethernet port of the H3 yet, so networking
is only possible with a USB ethernet adaptor or a USB wifi dongle. Systems based on the H3 for which such
very basic installer support is available include:

* FriendlyARM NanoPi NEO

* Xunlong Orange Pi Lite / Orange Pi One / Orange Pi PC / Orange Pi PC Plus / Orange Pi Plus / Orange
Pi Plus 2E / Orange Pi 2

NVIDIA Jetson TK1 The NVIDIA Jetson TK1 is a developer board based on the Tegra K1 chip (also known as
Tegra 124). The Tegra K1 features a quad-core 32-bit ARM Cortex-A15 CPU and Kepler GPU (GK20A)
with 192 CUDA cores. Other systems based on the Tegra 124 may work, too.

Seagate Personal Cloud and Seagate NAS The Seagate Personal Cloud and Seagate NAS are NAS devices based
on Marvell’s Armada 370 platform. Debian supports the Personal Cloud (SRN21C), Personal Cloud 2-Bay
(SRN22C), Seagate NAS 2-Bay (SRPD20) and Seagate NAS 4-Bay (SRPD40).

SolidRun Cubox-i2eX / Cubox-i4Pro The Cubox-i series is a set of small, cubical-shaped systems based on the
Freescale 1.MX6 SoC family. System support for the Cubox-i series is limited to drivers and device-tree infor-
mation available in the mainline Linux kernel; the Freescale 3.0 kernel series for the Cubox-i is not supported
by Debian. Available drivers in the mainline kernel include serial console, ethernet, USB, MMC/SD-card and
display support over HDMI (console and X11). In addition to that, the eSATA port on the Cubox-i4Pro is
supported.

Wandboard The Wandboard Quad, Dual and Solo are development boards based on the Freescale i.MX6 Quad
SoC. System support is limited to drivers and device-tree information available in the mainline Linux kernel;
the wandboard-specific 3.0 and 3.10 kernel series from wandboard.org are not supported by Debian. The
mainline kernel includes driver support for serial console, display via HDMI (console and X11), ethernet, USB,
MMC/SD, SATA (Quad only) and analog audio. Support for the other audio options (S/PDIF, HDMI-Audio)
and for the onboard WLAN/Bluetooth module is untested or not available in Debian 9.

Generally, the ARM multiplatform support in the Linux kernel allows running debian-installer on armhf
systems not explicitly listed above, as long as the kernel used by debian—-installer has support for the target
system’s components and a device-tree file for the target is available. In these cases, the installer can usually provide
a working installation, but it may not be able to automatically make the system bootable. Doing that in many cases
requires device-specific information.

When using debian-installer on such systems, you may have to manually make the system bootable at the
end of the installation, e.g. by running the required commands in a shell started from within debian-installer.
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2.1.5 Multiple Processors

Multiprocessor support — also called “symmetric multiprocessing” or SMP — is available for this architecture. The
standard Debian 12 kernel image has been compiled with SMP-alternatives support. This means that the kernel will
detect the number of processors (or processor cores) and will automatically deactivate SMP on uniprocessor systems.

Having multiple processors in a computer was originally only an issue for high-end server systems but has become
common in recent years nearly everywhere with the introduction of so called “multi-core” processors. These contain
two or more processor units, called “cores”, in one physical chip.

2.1.6 Graphics Hardware Support

Debian’s support for graphical interfaces is determined by the underlying support found in X.Org’s X11 system, and the
kernel. Basic framebuffer graphics is provided by the kernel, whilst desktop environments use X11. Whether advanced
graphics card features such as 3D-hardware acceleration or hardware-accelerated video are available, depends on the
actual graphics hardware used in the system and in some cases on the installation of additional “firmware” blobs (see
Section 2.2).

Nearly all ARM machines have the graphics hardware built-in, rather than being on a plug-in card. Some machines
do have expansion slots which will take graphics cards, but that is a rarity. Hardware designed to be headless with no
graphics at all is quite common. Whilst basic framebuffer video provided by the kernel should work on all devices that
have graphics, fast 3D graphics invariably needs binary drivers to work. The situation is changing quickly but at the
time of the bookworm release free drivers for nouveau (Nvidia Tegra K1 SoC) and freedreno (Qualcomm Snapdragon
SoCs) are available in the release. Other hardware needs non-free drivers from 3rd parties.

Details on supported graphics hardware and pointing devices canbe foundathttps://wiki.freedesktop.
org/xorg/. Debian 12 ships with X.Org version 7.7.

2.1.7 Network Connectivity Hardware

Almost any network interface card (NIC) supported by the Linux kernel should also be supported by the installation
system; drivers should normally be loaded automatically.

On 32-bit hard-float ARMv7, most built-in Ethernet devices are supported and modules for additional PCI and
USB devices are provided.

2.1.8 Peripherals and Other Hardware

Linux supports a large variety of hardware devices such as mice, printers, scanners, PCMCIA/CardBus/ExpressCard
and USB devices. However, most of these devices are not required while installing the system.

2.2 Devices Requiring Firmware

Besides the availability of a device driver, some hardware also requires so-called firmware or microcode to be loaded
into the device before it can become operational. This is most common for network interface cards (especially wireless
NICs), but for example some USB devices and even some hard disk controllers also require firmware.

With many graphics cards, basic functionality is available without additional firmware, but the use of advanced
features requires an appropriate firmware file to be installed in the system.

On many older devices which require firmware to work, the firmware file was permanently placed in an EEP-
ROM/Flash chip on the device itself by the manufacturer. Nowadays most new devices do not have the firmware
embedded this way anymore, so the firmware file must be uploaded into the device by the host operating system every
time the system boots.

In most cases firmware is non-free according to the criteria used by the Debian GNU/Linux project and thus cannot
be included in the main distribution. If the device driver itself is included in the distribution and if Debian GNU/Linux
legally can distribute the firmware, it will often be available as a separate package from the non-free-firmware section
of the archive (prior to Debian GNU/Linux 12.0: from the non-free section).

However, this does not mean that such hardware cannot be used during installation. Starting with Debian GNU/Linux
12.0, following the 2022 General Resolution about non-free firmware, official installation images can include non-
free firmware packages. By default, debian-installer will detect required firmware (based on kernel logs and
modalias information), and install the relevant packages if they are found on an installation medium (e.g. on the
netinst). The package manager gets automatically configured with the matching components so that those packages
get security updates. This usually means that the non-free-firmware component gets enabled, in addition to main.
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Users who wish to disable firmware lookup entirely can do so by setting the £i rmware=never boot parameter.
It’s an alias for the longer hw—detect/firmware—lookup=never form.

Unless firmware lookup is disabled entirely, debian—-installer still supports loading firmware files or pack-
ages containing firmware from a removable medium, such as a USB stick. See Section 6.4 for detailed information
on how to load firmware files or packages during the installation. Note that debian-installer is less likely to
prompt for firmware files now that non-free firmware packages can be included on installation images.

If the debian—-installer prompts for a firmware file and you do not have this firmware file available or do not
want to install a non-free firmware file on your system, you can try to proceed without loading the firmware. There are
several cases where a driver prompts for additional firmware because it may be needed under certain circumstances,
but the device does work without it on most systems (this e.g. happens with certain network cards using the tg3 driver).

2.3 Purchasing Hardware Specifically for GNU/Linux

There are several vendors, who ship systems with Debian or other distributions of GNU/Linux pre-installed. You
might pay more for the privilege, but it does buy a level of peace of mind, since you can be sure that the hardware is
well-supported by GNU/Linux.

Whether or not you are purchasing a system with Linux bundled, or even a used system, it is still important to
check that your hardware is supported by the Linux kernel. Check if your hardware is listed in the references found
above. Let your salesperson (if any) know that you’re shopping for a Linux system. Support Linux-friendly hardware
vendors.

2.3.1 Avoid Proprietary or Closed Hardware

Some hardware manufacturers simply won't tell us how to write drivers for their hardware. Others won’t allow us
access to the documentation without a non-disclosure agreement that would prevent us from releasing the driver’s
source code, which is one of the central elements of free software. Since we haven’t been granted access to usable
documentation on these devices, they simply won’t work under Linux.

In many cases there are standards (or at least some de-facto standards) describing how an operating system and its
device drivers communicate with a certain class of devices. All devices which comply to such a (de-facto-)standard can
be used with a single generic device driver and no device-specific drivers are required. With some kinds of hardware
(e.g. USB “Human Interface Devices”, i.e. keyboards, mice, etc., and USB mass storage devices like USB flash disks
and memory card readers) this works very well and practically every device sold in the market is standards-compliant.

In other fields, among them e.g. printers, this is unfortunately not the case. While there are many printers which
can be addressed via a small set of (de-facto-)standard control languages and therefore can be made to work without
problems in any operating system, there are quite a few models which only understand proprietary control commands
for which no usable documentation is available and therefore either cannot be used at all on free operating systems or
can only be used with a vendor-supplied closed-source driver.

Even if there is a vendor-provided closed-source driver for such hardware when purchasing the device, the practical
lifespan of the device is limited by driver availability. Nowadays product cycles have become short and it is not
uncommon that a short time after a consumer device has ceased production, no driver updates get made available any
more by the manufacturer. If the old closed-source driver does not work anymore after a system update, an otherwise
perfectly working device becomes unusable due to lacking driver support and there is nothing that can be done in this
case. You should therefore avoid buying closed hardware in the first place, regardless of the operating system you
want to use it with.

You can help improve this situation by encouraging manufacturers of closed hardware to release the documentation
and other resources necessary for us to provide free drivers for their hardware.

2.4 Installation Media

This section will help you determine which different media types you can use to install Debian. There is a whole
chapter devoted to media, Chapter 4, which lists the advantages and disadvantages of each media type. You may want
to refer back to this page once you reach that section.

24.1 CD-ROM/DVD-ROM/BD-ROM

Installation from optical disc is supported for most architectures.
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2.4.2 Network

The network can be used during the installation to retrieve files needed for the installation. Whether the network is
used or not depends on the installation method you choose and your answers to certain questions that will be asked
during the installation. The installation system supports most types of network connections (including PPPoE, but not
ISDN or PPP), via either HTTP or FTP. After the installation is completed, you can also configure your system to
use ISDN and PPP.

You can also boot the installation system over the network without needing any local media like CDs/DVDs or
USB sticks. If you already have a netboot-infrastructure available (i.e. you are already running DHCP and TFTP
services in your network), this allows an easy and fast deployment of a large number of machines. Setting up the
necessary infrastructure requires a certain level of technical experience, so this is not recommended for novice users.

Diskless installation, using network booting from a local area network and NFS-mounting of all local filesystems,
is another option.

2.4.3 Hard Disk

Booting the installation system directly from a hard disk is another option for many architectures. This will require
some other operating system to load the installer onto the hard disk. This method is only recommended for special
cases when no other installation method is available.

2.4.4 Un*x or GNU system

If you are running another Unix-like system, you could use it to install Debian GNU/Linux without using the debian-installer
described in the rest of this manual. This kind of install may be useful for users with otherwise unsupported hard-

ware or on hosts which can’t afford downtime. If you are interested in this technique, skip to the Section D.3. This

installation method is only recommended for advanced users when no other installation method is available.

2.4.5 Supported Storage Systems

The Debian installer contains a kernel which is built to maximize the number of systems it runs on.
IDE systems are also supported.

2.5 Memory and Disk Space Requirements

You must have at least 190MB of memory and 1160MB of hard disk space to perform a normal installation. Note
that these are fairly minimal numbers. For more realistic figures, see Section 3.4.

The installer normally automatically enables memory-saving tricks to be able to run on such low-memory system,
but on architectures that are less tested it may miss doing so. It can however be enabled manually by appending the
lowmem=1 or even lowmem=2 boot parameter (see also Section 6.3.1.1 and Section 5.3.2).

Installation on systems with less memory or disk space available may be possible but is only advised for experienced
users.
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Chapter 3

Before Installing Debian GNU/Linux

This chapter deals with the preparation for installing Debian before you even boot the installer. This includes backing
up your data, gathering information about your hardware, and locating any necessary information.

3.1 Opverview of the Installation Process

First, just a note about re-installations. With Debian, a circumstance that will require a complete re-installation of
your system is very rare; perhaps mechanical failure of the hard disk would be the most common case.

Many common operating systems may require a complete installation to be performed when critical failures take
place or for upgrades to new OS versions. Even if a completely new installation isn’t required, often the programs you
use must be re-installed to operate properly in the new OS.

Under Debian GNU/Linux, it is much more likely that your OS can be repaired rather than replaced if things
go wrong. Upgrades never require a wholesale installation; you can always upgrade in-place. And the programs are
almost always compatible with successive OS releases. If a new program version requires newer supporting software,
the Debian packaging system ensures that all the necessary software is automatically identified and installed. The
point is, much effort has been put into avoiding the need for re-installation, so think of it as your very last option. The
installer is nor designed to re-install over an existing system.

Here’s a road map for the steps you will take during the installation process.

1. Back up any existing data or documents on the hard disk where you plan to install.

2. Gather information about your computer and any needed documentation, before starting the installation.

3. Create partitionable space for Debian on your hard disk.

4. Locate and/or download the installer software and any specialized driver or firmware files your machine requires.

5. Set up boot media such as CDs/DVDs/USB sticks or provide a network boot infrastructure from which the
installer can be booted.

6. Boot the installation system.
7. Select the installation language.
8. Activate the ethernet network connection, if available.
9. Create and mount the partitions on which Debian will be installed.
10. Watch the automatic download/install/setup of the base system.
11. Select and install additional software.
12. Install a boot loader which can start up Debian GNU/Linux and/or your existing system.

13. Load the newly installed system for the first time.

11
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If you have problems during the installation, it helps to know which packages are involved in which steps. Intro-
ducing the leading software actors in this installation drama:

The installer software, debian—-installer, is the primary concern of this manual. It detects hardware and
loads appropriate drivers, uses dhcp—client to set up the network connection, runs deboot st rap to install the
base system packages, and runs tasksel to allow you to install certain additional software. Many more actors play
smaller parts in this process, but debian—-installer has completed its task when you load the new system for
the first time.

To tune the system to your needs, t asksel allows you to choose to install various predefined bundles of software
like a Web server or a Desktop environment.

One important option during the installation is whether or not to install a graphical desktop environment, consisting
of the X Window System and one of the available graphical desktop environments. If you choose not to select the
“Desktop environment” task, you will only have a relatively basic, command line driven system. Installing the Desktop
environment task is optional because in relation to a text-mode-only system it requires a comparatively large amount of
disk space and because many Debian GNU/Linux systems are servers which don’t really have any need for a graphical
user interface to do their job.

Just be aware that the X Window System is completely separate from debian-installer, and in fact is much
more complicated. Troubleshooting of the X Window System is not within the scope of this manual.

3.2 Back Up Your Existing Data!

Before you start, make sure to back up every file that is now on your system. If this is the first time a non-native
operating system is going to be installed on your computer, it is quite likely you will need to re-partition your disk
to make room for Debian GNU/Linux. Anytime you partition your disk, you run a risk of losing everything on the
disk, no matter what program you use to do it. The programs used in the installation of Debian GNU/Linux are
quite reliable and most have seen years of use; but they are also quite powerful and a false move can cost you. Even
after backing up, be careful and think about your answers and actions. Two minutes of thinking can save hours of
unnecessary work.

If you are creating a multi-boot system, make sure that you have the distribution media of any other present
operating systems on hand. Even though this is normally not necessary, there might be situations in which you could
be required to reinstall your operating system’s boot loader to make the system boot or in a worst case even have to
reinstall the complete operating system and restore your previously made backup.

3.3 Information You Will Need

3.3.1 Documentation

3.3.1.1 Installation Manual

The document you are now reading, which is the official version of the Installation Guide for the bookworm release
of Debian; available in various formats and translations.

3.3.1.2 Hardware documentation

Often contains useful information on configuring or using your hardware.

3.3.2 Finding Sources of Hardware Information

In many cases, the installer will be able to automatically detect your hardware. But to be prepared, we do recommend
familiarizing yourself with your hardware before the install.
Hardware information can be gathered from:

¢ The manuals that come with each piece of hardware.

* The BIOS/UEFI setup screens of your computer. You can view these screens when you start your computer by
pressing a combination of keys. Check your manual for the combination. Often, it is the Delete or the F2 key,
but some manufacturers use other keys or key combinations. Usually upon starting the computer there will be
a message stating which key to press to enter the setup screen.

¢ The cases and boxes for each piece of hardware.
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» System commands or tools in another operating system, including file manager displays. This source is especially
useful for information about RAM and hard drive memory.

* Your system administrator or Internet Service Provider. These sources can tell you the settings you need to set
up your networking and e-mail.

Table 3.1 Hardware Information Helpful for an Install

Hardware Information You Might Need
How many you have.
Their order on the system.
. Whether IDE (also known as PATA), SATA or SCSI.
Hard Drives :
Available free space.
Partitions.
Partitions where other operating systems are installed.
Network interfaces Type/model of available network interfaces.
Printer Model and manufacturer.
Video Card Type/model and manufacturer.

3.3.3 Hardware Compatibility

Many products work without trouble on Linux. Moreover, hardware support in Linux is improving daily. However,
Linux still does not run as many different types of hardware as some operating systems.

Drivers in Linux in most cases are not written for a certain “product” or “brand” from a specific manufacturer,
but for a certain hardware/chipset. Many seemingly different products/brands are based on the same hardware design;
it is not uncommon that chip manufacturers provide so-called “reference designs” for products based on their chips
which are then used by several different device manufacturers and sold under lots of different product or brand names.

This has advantages and disadvantages. An advantage is that a driver for one chipset works with lots of different
products from different manufacturers, as long as their product is based on the same chipset. The disadvantage is that
it is not always easy to see which actual chipset is used in a certain product/brand. Unfortunately sometimes device
manufacturers change the hardware base of their product without changing the product name or at least the product
version number, so that when having two items of the same brand/product name bought at different times, they can
sometimes be based on two different chipsets and therefore use two different drivers or there might be no driver at all
for one of them.

For USB and PCI/PCI-Express/ExpressCard devices, a good way to find out on which chipset they are based is to
look at their device IDs. All USB/PCI/PCI-Express/ExpressCard devices have so called “vendor” and “product” IDs,
and the combination of these two is usually the same for any product based on the same chipset.

On Linux systems, these IDs can be read with the Isusb command for USB devices and with the Ispci -nn com-
mand for PCI/PCI-Express/ExpressCard devices. The vendor and product IDs are usually given in the form of two
hexadecimal numbers, separated by a colon, such as “1d6b:0001”.

An example for the output of Isusb: “Bus 001 Device 001: ID 1d6b:0002 Linux Foundation 2.0 root hub”,
whereby 1d6b is the vendor ID and 0002 is the product ID.

An example for the output of Ispci -nn for an Ethernet card: “03:00.0 Ethernet controller [0200]: Realtek Semi-
conductor Co., Ltd. RTL8111/8168B PCI Express Gigabit Ethernet controller [10ec:8168] (rev 06)”. The IDs are
given inside the rightmost square brackets, i.e. here 10ec is the vendor- and 8168 is the product ID.

As another example, a graphics card could give the following output: “04:00.0 VGA compatible controller [0300]:
Advanced Micro Devices [AMD] nee ATI RV710 [Radeon HD 4350] [1002:954f]”.

On Windows systems, the IDs for a device can be found in the Windows device manager on the tab “details”,
where the vendor ID is prefixed with VEN_ and the product ID is prefixed with DEV_. On Windows 7 systems, you
have to select the property “Hardware IDs” in the device manager’s details tab to actually see the IDs, as they are not
displayed by default.

Searching on the internet with the vendor/product ID, “Linux” and “driver” as the search terms often results in in-
formation regarding the driver support status for a certain chipset. If a search for the vendor/product ID does not yield
usable results, a search for the chip code names, which are also often provided by Isusb and Ispci (“RTL8111”/“RTL8168B”
in the network card example and “RV710” in the graphics card example), can help.
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3.3.3.1 Testing hardware compatibility with a Live-System

Debian GNU/Linux is also available as a so-called “live system” for certain architectures. A live system is a precon-
figured ready-to-use system in a compressed format that can be booted and used from a read-only medium like a CD
or DVD. Using it by default does not create any permanent changes on your computer. You can change user settings
and install additional programs from within the live system, but all this only happens in the computer’s RAM, i.e. if
you turn off the computer and boot the live system again, everything is reset to its defaults. If you want to see whether
your hardware is supported by Debian GNU/Linux, the easiest way is to run a Debian live system on it and try it out.

There are a few limitations in using a live system. The first is that as all changes you do within the live system must
be held in your computer’s RAM, this only works on systems with enough RAM to do that, so installing additional
large software packages may fail due to memory constraints. Another limitation with regards to hardware compatibility
testing is that the official Debian GNU/Linux live system contains only free components, i.e. there are no non-free
firmware files included in it. Such non-free packages can of course be installed manually within the system, but there
is no automatic detection of required firmware files like in the debian—installer, so installation of non-free
components must be done manually if needed.

Information about the available variants of the Debian live images can be found at the Debian Live Images website.

3.3.4 Network Settings

If your computer is connected to a fixed network (i.e. an Ethernet or equivalent connection — not a dialup/PPP
connection) which is administered by somebody else, you should ask your network’s system administrator for this
information:

* Your host name (you may be able to decide this on your own).
* Your domain name.
* Your computer’s IP address.

* The netmask to use with your network.

L]

The IP address of the default gateway system you should route to, if your network has a gateway.
» The system on your network that you should use as a DNS (Domain Name Service) server.

If the network you are connected to uses DHCP (Dynamic Host Configuration Protocol) for configuring network
settings, you don’t need this information because the DHCP server will provide it directly to your computer during
the installation process.

If you have internet access via DSL or cable modem (i.e. over a cable tv network) and have a router (often provided
preconfigured by your phone or catv provider) which handles your network connectivity, DHCP is usually available
by default.

If you use a WLAN/WiFi network, you should find out:

* The ESSID (“network name”) of your wireless network.

* The WEP or WPA/WPAZ2 security key to access the network (if applicable).

3.4 Meeting Minimum Hardware Requirements

Once you have gathered information about your computer’s hardware, check that your hardware will let you do the
type of installation that you want to do.

Depending on your needs, you might manage with less than some of the recommended hardware listed in the table
below. However, most users risk being frustrated if they ignore these suggestions.

Table 3.2 Recommended Minimum System Requirements

Install Type RAM (minimum) RAM (recommended) Hard Drive
No desktop 256 megabytes 512 megabytes 4 gigabytes
With Desktop 1 gigabytes 2 gigabytes 10 gigabytes

The minimum values assumes that swap will be enabled and a non-liveCD image is used. The “No desktop” value

assumes that the non-graphical (text-based) installer is used.
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The actual minimum memory requirements are a lot less than the numbers listed in this table. With swap enabled,
it is possible to install Debian with as little as 140MB. The same goes for the disk space requirements, especially if you
pick and choose which applications to install; see Section D.2 for additional information on disk space requirements.

It is possible to run a graphical desktop environment on older or low-end systems, but in that case it is recom-
mended to install a window manager that is less resource-hungry than those of the GNOME or KDE Plasma desktop
environments; alternatives include xfce4, i cewm and wmaker, but there are others to choose from.

It is practically impossible to give general memory or disk space requirements for server installations as those very
much depend on what the server is to be used for.

Remember that these sizes don’t include all the other materials which are usually to be found, such as user files,
mail, and data. It is always best to be generous when considering the space for your own files and data.

Disk space required for the smooth operation of the Debian GNU/Linux system itself is taken into account in
these recommended system requirements. Notably, the /var partition contains a lot of state information specific to
Debian in addition to its regular contents, like logfiles. The dpkg files (with information on all installed packages)
can easily consume 40MB. Also, apt puts downloaded packages here before they are installed. You should usually
allocate at least 200MB for /var, and a lot more if you install a graphical desktop environment.

3.5 Pre-Partitioning for Multi-Boot Systems

Partitioning your disk simply refers to the act of breaking up your disk into sections. Each section is then independent
of the others. It’s roughly equivalent to putting up walls inside a house; if you add furniture to one room it doesn’t
affect any other room.

If you already have an operating system on your system which uses the whole disk and you want to stick Debian
on the same disk, you will need to repartition it. Debian requires its own hard disk partitions. It cannot be installed
on Windows or Mac OS X partitions. It may be able to share some partitions with other Unix systems, but that’s not
covered here. At the very least you will need a dedicated partition for the Debian root filesystem.

You can find information about your current partition setup by using a partitioning tool for your current operating
system. Partitioning tools always provide a way to show existing partitions without making changes.

In general, changing a partition with a file system already on it will destroy any information there. Thus you should
always make backups before doing any repartitioning. Using the analogy of the house, you would probably want to
move all the furniture out of the way before moving a wall or you risk destroying it.

Several modern operating systems offer the ability to move and resize certain existing partitions without destroying
their contents. This allows making space for additional partitions without losing existing data. Even though this works
quite well in most cases, making changes to the partitioning of a disk is an inherently dangerous action and should
only be done after having made a full backup of all data.

3.6 Pre-Installation Hardware and Operating System Setup

This section will walk you through pre-installation hardware setup, if any, that you will need to do prior to installing
Debian. Generally, this involves checking and possibly changing BIOS/UEFI/system firmware settings for your sys-
tem. The “BIOS/UEFI” or “system firmware” is the core software used by the hardware; it is most critically invoked
during the bootstrap process (after power-up).

3.6.1 ARM firmware

As already mentioned before, there is unfortunately no standard for system firmware on ARM systems. Even the
behaviour of different systems which use nominally the same firmware can be quite different. This results from the fact
that a large part of the devices using the ARM architecture are embedded systems, for which the manufacturers usually
build heavily customized firmware versions and include device-specific patches. Unfortunately the manufacturers
often do not submit their changes and extensions back to the mainline firmware developers, so their changes are not
integrated into newer versions of the original firmware.

As aresult even newly sold systems often use a firmware that is based on a years-old manufacturer-modified version
of a firmware whose mainline codebase has evolved a lot further in the meantime and offers additional features or
shows different behaviour in certain aspects. In addition to that, the naming of onboard devices is not consistent
between different manufacturer-modified versions of the same firmware, therefore it is nearly impossible to provide
usable product-independend instructions for ARM-based systems.
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3.6.2 Debian-provided U-Boot (system firmware) images

Debian provides U-Boot images for various armhf systems that can load their U-Boot from an SD card at .../images/-
u-boot/ . The U-Boot builds are offered in two formats: raw U-Boot components and a ready-made card image that
can easily be written onto an SD card. The raw U-Boot components are provided for advanced users; the generally
recommended way is to use one of the ready-made SD card images. They are named <system-type>.sdcard.img.gz
and can be written to a card e.g. with

zcat <system-type>.sdcard.img.gz > /dev/SD_CARD_DEVICE

As with all images, please be aware that writing the image to an SD card wipes all previous contents of the card!
If Debian provides a U-Boot image for your system, it is recommended that you use this image instead of the
vendor-provided U-Boot, as the version in Debian is usually newer and has more features.

3.6.3 Setting the ethernet MAC address in U-Boot

The MAC address of every ethernet interface should normally be globally unique, and it technically has to be unique
within its ethernet broadcast domain. To achieve this, the manufacturer usually allocates a block of MAC addresses
from a centrally-administered pool (for which a fee has to be paid) and preconfigures one of these addresses on each
item sold.

In the case of development boards, sometimes the manufacturer wants to avoid paying these fees and therefore
provides no globally unique addresses. In these cases the users themselves have to define MAC addresses for their
systems. When no MAC address is defined for an ethernet interface, some network drivers generate a random MAC
address that can change on every boot, and if this happens, network access would be possible even when the user has
not manually set an address, but e.g. assigning semi-static IP addresses by DHCP based on the MAC address of the
requesting client would obviously not work reliably.

To avoid conflicts with existing officially-assigned MAC addresses, there is an address pool which is reserved for
so-called “locally administered” addresses. It is defined by the value of two specific bits in the first byte of the address
(the article “MAC address” in the English language Wikipedia gives a good explanation). In practice this means that
e.g. any address starting with hexadecimal ca (such as ca:ff:ee:12:34:56) can be used as a locally administered address.

On systems using U-Boot as system firmware, the ethernet MAC address is placed in the “ethaddr” environment
variable. It can be checked at the U-Boot command prompt with the command “printenv ethaddr” and can be set
with the command “setenv ethaddr ca:ff:ee:12:34:56”. After setting the value, the command “saveenv” makes the
assignment permanent.

3.6.4 Kernel/Initrd/Device-Tree relocation issues in U-Boot

On some systems with older U-Boot versions there can be problems with properly relocating the Linux kernel, the
initial ramdisk and the device-tree blob in memory during the boot process. In this case, U-Boot shows the message
“Starting kernel ...”, but the system freezes afterwards without further output. These issues have been solved with
newer U-Boot versions from v2014.07 onwards.

If the system has originally used a U-Boot version older than v2014.07 and has been upgraded to a newer version
later, the problem might still occur even after upgrading U-Boot. Upgrading U-Boot usually does not modify the
existing U-Boot environment variables and the fix requires an additional environment variable (bootm_size) to be
set, which U-Boot does automatically only on fresh installations without existing environment data. It is possible
to manually set bootm_size to the new U-Boot’s default value by running the command “env default bootm_size;
saveenv” at the U-Boot prompt.

Another possibility to circumvent relocation-related problems is to run the command “setenv fdt_high fHfftft;
setenv initrd_high OxfHtfTff; saveenv” at the U-Boot prompt to completely disable the relocation of the initial ramdisk
and the device-tree blob.
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